ZendTo — How to securely send & receive large files

When and how to use the ZendTo service

It is recommended that you use ZendTo when you are sending large files and also when externally sending
files that contain sensitive, personal or confidential data. It can be used to send information within or
outwith the University.

ZendTo allows you to send files for drop-off or to pick-up files sent to you using ZendTo.
Files are automatically encrypted during transfer.

You should also encrypt your files with 7-Zip before sending. This is mandatory when you are sending

Files dropped off in ZendTo are available for recipients to collect for a period of time chosen by you, but the
default is 14 days, which is also the maximum period. After your chosen time period has elapsed, the files
are automatically deleted from the system.

é You must not use email or ZendTo to send sensitive or personal data outwith the University

- Login with your University credentials (username and password).
2. From ZendTo’s Home tab, you have three options: Drop-off, Request Drop-off, and Pick up.
- Click Drop-off.
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You may perform the following activities:

| Drop-off (ypload) a file for someone else. |
Request a Drop-off Ask another person to send you some files.
m Pick-up (download) a file dropped-off for you.

© Aberdeen users: you may login with your username and password and send files to anyone, in or out of the University.

Non-Aberdeen users: you cannot log in, but can still send files to Aberdeen users if you know their email address. Start by clicking the "Drop-
off button.

Aberdeen users who wish someone outside the University to send them files, can make it a lot easier for them by logging in and clicking
"Request a Drop-off . That saves the other person having to prove who they are. The request created will be valid for 48 hours.

ZendTo is a service to make it easy for you to move files, including large files up to 20.0 GB, in and out of the University.

© How secure is ZendTo?

3. You are then prompted to add in the name and email address of your recipient(s). Please make
sure that you correctly input the email address at this stage.

- Click Add & Close

4. The email address is added to the To field. Immediately beneath the To field there is a free text
area where you can add a note to the recipient.
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5. To the right of this, you are presented with a number of checkbox options: r

- Encrypt every file — Don’t tick this box. Instead, make sure you encrypt files with 7-Zip before

- Calculate SHA-256 checksum of each file — Leave this ticked

- Send e-mail message to recipients — Leave this ticked. This will ensure recipients are alerted
when files have been dropped off.

- Send an email to me when each recipient picks up the file(s) — Leave this ticked as it is useful
to know when the files have been picked up, and to have an audit trail.

- which includes Passcode as well as Claim ID — Don’t tick this box

- Recipients must agree to terms and conditions — Don’t tick this box.

Files upboaded to Lendlo are scanned for viruses, But still exercise the same degree of caution as you would with any olher |

@ voul dowmniload
Users are also strongly encouraged to encrypt every file if any contain sensitive information (e.g. personal private information)! I

This web page will allow you to drop-off (upload) one or more files for anyone (either a University of Aberdeen user or others). The recipient will
recedve an automated email containing the information you enter below and instructions for downloading the file. Your IP address will also be
logged and sent to the recipient for identity confirmation purposes

From Subject:
I - i ac.uk= University of Aberd l_ has dropped off files for you
T

. | <
Short note to the Recipients:
—| Encrypt every file
B Calculate SHA-256 checksum of each file
B Send me an email when each recipient picks up the files
Send email message 10 Meciphents
which includes Passcode as well as Claim 1D
Reciplents must agrese 1o Terms and conditions

1000 7 1000 left 14| days until drop-off expines

Click to Add Files or Drag Them Hero

6. Finally, upload the file(s) for drop-off by either dragging and dropping one or more files onto the
drop-off page, or clicking the blue button at the foot of the drop-off page and browsing to select
one or more files in the usual way.

7. All the files you have uploaded will be listed on the drop-off page.

8. If you have uploaded the wrong file, click the red icon * to remove the file from the list.

9. Once you have uploaded all the relevant files, and checked that they are all correct, click Drop Off
Files.

10. You are presented with a Drop-off Summary listing the files you have dropped off, the details of
the recipient(s), and also the Claim ID and passcode.

11. If you want to send the file(s) to anyone else, simply send them the link and the same Claim ID and
Passcode.

12. ZendTo sends the recipient(s) a notification email which includes a link to pick up the files. Your
details are also included in the email to help the recipient identify the sender.
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How to pick up files from ZendTo

As a recipient, you normally have 14 days from the drop-off date in which to pick up files, unless the sender
has changed the default option to a longer period, but you will be notified of the specific period.

There are two ways you can pick up files.

1. You can pick up files by clicking on the embedded link in the notification email you received from
ZendTo:

This is an automated message sent to you by the ZendTo service.
VA AA A < i/t @ abdn.ac.uk> has dropped off a file for you.

IF YOU TRUST THE SENDER and are expecting to receive a file from them, you may choose to retrieve the drop-off by clicking the following link (or copying and pasting it
inta your web browser):

You have 14 days to retrieve the drop-off; after that the link above will expire

Or...
2. Login to ZendTo at https://zendto.abdn.ac.uk/ and click on Inbox.

- Under ZendTo’s Inbox tab, you will see a list of the drop-offs waiting for you:
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Inbox
Click on a drop-off te view the information and files for that drop-off
Show | 10 v |entries Search:
Claim ID Sender Size Created
9004V sVvphbKyadg A A L 189.1 KB 2019-07-01 16:02:20
JHYGVFBTEMSTodnk I y . IT Services 189.1 KB 20190701 15:50:58
< i ymw@abdn.ac.uk>

Showing 1 to 2 of 2 entries « < 1 > »

- Click on a Claim ID to pick up the associated file(s).
- You will be presented with the Drop-Off Summary. This includes:
= Alist of the files that have been uploaded
= The sender and recipient information, entered by the sender
=  The computer name and/or address from which the drop-off was created

- Click on a filename to download the associated file.

() Alluploaded files are scanned for viruses, but you should still exercise caution in downloading
& and opening them, especially if you were not expecting to receive them. If you are unsure, always
check with the sender.
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How to Request a drop-off

Use this function if you would like someone to upload (drop-off) files for you to pick up.
1. Login to ZendTo at https://zendto.abdn.ac.uk/

2. Click Request a Drop-off

3. You will see the page below:

Request a Drop-off

This web page will allow you 1o send a request 1o one of more other people requesting that they send (upload) one or more files for you. The
recipient will receive an automated email containing the infarmation you enter below and instructions for uploading the file{s)

The reguest creatid will be valid for 48 hours

From

_.. abdn.ac.uk= Organisation:| University of Aberdeen

Ta:
MName; | Adds | ir address book Email{s):

Subject:

Encrypt every file @
Send email @

Note: This will be sent 1o the recipient. It will also be included in the resulting drop-off sent 1o you

4. Your email address is populated automatically.

5. Enter the recipient’s Name and Email address, a Subject and further comments (for example,
information about the file(s) you would like dropped off) and also click encrypt every file and send
email, then click Send the Request.

6. Your request is valid for 48 hours.

7. Once the recipient has dropped off the requested file(s), you will receive a notification email. Pick
up files by either clicking on the embedded link in the notification email, or login in to ZendTo and
download the file(s) from your Inbox.

Further information and help
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